
  

 

 

 

 
  

  

  

 

 
NEW YORK STATE 

DEPARTMENT OF FINANCIAL SERVICES 

ONE STATE STREET 

NEW YORK, NEW YORK 10004 

 

------------------------------------------------------x 

        

In the Matter of:    : 

         

COINBASE, INC.,    :  

        

  Respondent.   : 

------------------------------------------------------x 

 

CONSENT ORDER 

 

The New York State Department of Financial Services (the “Department”) and Coinbase, 

Inc. (“Coinbase” or the “Company”) agree to resolve the matters described herein without further 

proceedings.   

WHEREAS, in 2015, the Department became the first financial regulator to establish a 

licensing and regulatory regime for virtual currency businesses; 

WHEREAS, this licensing regime subjects applicants to rigorous standards in order to 

allow them to do business in New York State in a manner that is protective of the safety and 

soundness of the financial system as well the interests of New York consumers; 



 

2 

 
  

  

  

WHEREAS, as part of this regulatory regime, the Department conducts robust 

examinations and oversight of licensed entities to ensure that they operate in accordance with all 

Department regulations; 

WHEREAS, Coinbase, along with its parent and affiliates, operates a cryptocurrency 

trading platform with more than 100 million users worldwide; 

WHEREAS, Coinbase was licensed by the Department to engage in virtual currency 

business activity and as a money transmitter in New York State in 2017; 

WHEREAS, in 2020, the Department conducted a safety and soundness examination of 

Coinbase for the period July 1, 2018, through December 31, 2019, and found serious deficiencies 

in Coinbase’s compliance function across multiple areas (the “Examination”); 

WHEREAS, as a result of the Examination findings, the Department required Coinbase 

to hire an independent consultant (“Independent Consultant”) to assess its Bank Secrecy Act / 

Anti-Money Laundering (“BSA/AML”) and Office of Foreign Assets Control (“OFAC”) 

Sanctions Program (together, the “Compliance Program”), and to provide recommendations on 

areas for improvement of the Examination shortcomings, and the Independent Consultant 

provided a report in February 2021, following which Coinbase adopted a remediation plan to 

enhance its Compliance Program; 

WHEREAS, in 2021, the Department began an enforcement investigation into the 

various compliance issues identified during the Examination; 

WHEREAS, notwithstanding that Coinbase undertook remedial efforts in response to the 

Examination, Coinbase’s compliance system failed to keep up with the dramatic and unexpected 

growth of Coinbase’s business, and, by the end of 2021, was overwhelmed, with a substantial 
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backlog of unreviewed transaction monitoring alerts, exposing its platform to risk of exploitation 

by criminals and other bad actors;  

WHEREAS, in response, in February 2022, the Department and Coinbase entered into a 

Memorandum of Understanding (“MOU”) mandating that Coinbase retain an independent third 

party (the “Independent Monitor”) to review Coinbase’s compliance shortcomings and to assist 

the company to address those shortcomings; 

WHEREAS, Coinbase has engaged with the Independent Monitor and has cooperated 

with the Department during its investigation;  

WHEREAS, in August 2022 the Independent Monitor provided a report (“Monitor 

Report”) to the Department assessing the Company’s Compliance Program and found that 

Coinbase has improved its compliance systems and has made progress in remediating its 

compliance weaknesses albeit with further improvement required;  

WHEREAS, in response to the Monitor Report and working with the Independent 

Monitor, Coinbase has developed a further, targeted remediation plan; 

WHEREAS, the Department and Coinbase have now reached this agreement both to 

address the Company’s violations of law and to ensure that Coinbase completes its remediation 

efforts and continues to invest in improvements to support an effective and sustainable 

compliance program; and  

NOW THEREFORE, to resolve this matter without further proceedings, pursuant to the 

Superintendent’s authority under Sections 39 and 44 of the New York Banking Law and Section 

408 of the New York Financial Services Law, the Department finds as follows: 
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THE DEPARTMENT’S FINDINGS 

Introduction and Procedural History 

1. Respondent Coinbase is a Delaware corporation formed in May 2012 and is the 

owner of a cryptocurrency trading platform. It is the wholly owned subsidiary of Coinbase 

Global, Inc. that operates in the United States. In January 2017, the Department issued to 

Coinbase licenses to operate both a virtual currency business and money transmitter business in 

the State of New York. When it received its licenses, Coinbase signed a Supervisory Agreement 

with the Department whereby Coinbase agreed to be subject to the oversight of the Department. 

2. In the aggregate, Coinbase’s business operations are substantial in both size and 

volume and are comparable to more traditional financial institutions such as large banks in terms 

of customer base and assets on its platform. Coinbase entities employ more than 4,000 people 

worldwide.  

3. Coinbase’s business, customer base, and transaction volumes have grown 

considerably since it was licensed by the Department.  

4. Beginning in May 2020, the Department conducted a supervisory examination of 

Coinbase for the time period July 1, 2018, through December 31, 2019 (the “Examination”). A 

Report of Examination (the “ROE”) detailing the results of that examination was transmitted to 

Coinbase’s leadership in September 2020. 

5. As discussed more fully below, the Department’s Examination found significant 

deficiencies across Coinbase’s compliance program, including its Know-Your-

Customer/Customer Due Diligence (“KYC/CDD”) procedures, its Transaction Monitoring 

System (“TMS”), and its OFAC screening program. The Examination also found that Coinbase 

failed to conduct adequate annual Anti-Money Laundering (“AML”) risk assessments since 
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2017, as required by 23 NYRCC 200.15(b), and that Coinbase had not provided evidence of  a 

validation review of its TMS system, as required by 23 NYCRR 504.3(a).  

6. As a result of these findings, Coinbase made commitments to the Department to 

improve its BSA/AML and OFAC compliance programs, including engaging an Independent 

Consultant. Working with the Independent Consultant, Coinbase developed a remediation plan 

and took steps toward improving its Compliance Program. 

7. In 2021, the Department also began an enforcement investigation to determine 

whether legal violations had occurred as a result of Coinbase’s compliance deficiencies. The 

Department’s investigation uncovered substantial lapses in Coinbase’s KYC/CDD program, its 

TMS, and in its AML and OFAC sanctions controls systems, as well as issues concerning 

Coinbase’s retention of books and records, and with respect to meeting certain of its reporting 

obligations to the Department.  

8. In late 2020 and in 2021, Coinbase did take certain steps to remediate the issues 

identified by the Department and the Independent Consultant. However, substantial weaknesses 

remained, and, over the course of 2021, it became clear that Coinbase’s compliance system was 

inadequate to handle the growing volume of Coinbase’s business, a situation that was 

exacerbated by tremendous growth in its customer base.  

9. Indeed, during the course of the Department’s investigation, the compliance 

situation inside Coinbase reached a critical stage. By the end of 2021, Coinbase had a backlog of 

unreviewed transaction monitoring alerts grew to more than 100,000 (many of which were 

months old), and the backlog of customers requiring enhanced due diligence (“EDD”) exceeded 

14,000.  
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10. These backlogs were exacerbated by business and operational growth occurring in 

2020 through 2021. For example, Coinbase customer sign ups in May 2021 were fifteen times 

January 2020 levels, and monthly transactions in November 2021 were twenty-five times 

January 2020 levels.   

11. At that time, Coinbase lacked sufficient personnel, resources, and tools needed to 

keep up with these alerts, and backlogs rapidly grew to unmanageable levels. This was 

compounded by Coinbase’s reliance in 2019 through November 2021 on an inadequate case 

management system for dispositioning alerts and filing.  

12.  Department determined that the Coinbase compliance program required further 

intervention. Accordingly, the Department took action, and, pursuant to an MOU entered into 

with Coinbase on February 10, 2022, the Department required that the Company retain an 

Independent Monitor, to be selected by the Department, to assess the current status of Coinbase’s 

Compliance Program and to assist the Company in addressing deficiencies. Following 

consultation with the Department, the Independent Monitor was retained in April 2022.  

13. In August 2022, the Independent Monitor issued the Monitor Report on the state 

of Coinbase’s compliance program finding that, although Coinbase had made some progress in 

remediating its compliance issues, certain deficiencies persisted.  

14. In response, Coinbase developed with the Independent Monitor an additional 

targeted remediation plan. Coinbase’s work to implement this plan is ongoing, and Coinbase 

continues to report its progress to the Department.  
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The Role of the Department and Its Regulatory Framework 

15. The Department is the financial services regulator in the State of New York, and 

its head, the Superintendent of Financial Services, bears the responsibility of ensuring the safety 

and soundness of New York’s financial services industry and promoting the reduction and 

elimination of fraud, abuse, and unethical conduct with respect to financial institutions licensed 

to operate in the state. The Superintendent has the authority to conduct investigations, to bring 

enforcement proceedings, to levy monetary penalties, and to revoke the license of entities who 

have violated the relevant laws and regulations.  

16. The Department developed and oversees a first-of-its-kind regulatory framework 

pertaining to virtual currency businesses. Companies that conduct virtual currency business 

activity1 in the State of New York must be licensed to do so by the Department, through what is 

known as a BitLicense (or through the Department’s Limited Purpose Trust Charter), and are 

subject to the Department’s ongoing supervision. BitLicensees are also required to obtain a 

money transmitter license from the Department. 

17. As the holder of both a money transmitter license and a BitLicense, Coinbase is 

obligated to abide by the Department’s regulations applicable to both money transmitters and 

virtual currency businesses. Coinbase is also obligated to comply with the requirements set forth 

in the Department’s transaction monitoring and sanctions filtering regulation and the 

Department’s cybersecurity regulation. The Superintendent has the power to seek penalties for 

 
1
 Virtual Currency Business Activity means the conduct of any one of the following types of activities involving 

New York or a New York Resident: (1) receiving Virtual Currency for Transmission or Transmitting Virtual 

Currency; (2) storing, holding, or maintaining custody or control of Virtual Currency on behalf of others; (3) buying 

and selling Virtual Currency as a customer business; (4) performing Exchange Services as a customer business; or 

(5) controlling, administering, or issuing a Virtual Currency. See 23 NYCRR 200.02(q). 
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violations of these various regulations under one or both of the New York Banking Law and/or  

the New York Financial Services Law. 

The Virtual Currency Regulation 

18. The specific obligations of virtual currency companies are set forth in Part 200 of 

the Superintendent’s Regulations.  

19. Section 200.15 of Title 23 of the New York Codes, Rules, and Regulations, for 

example, requires virtual currency licensees to establish and maintain an AML program based on 

a risk assessment that will consider legal, compliance, financial, and reputational risks associated 

with the licensee’s activities, services, customers, counterparties, and geographic location. The 

AML program shall, at a minimum: (1) provide for a system of internal controls, policies, and 

procedures designed to ensure ongoing compliance with all applicable anti-money laundering 

laws, rules, and regulations; (2) provide for independent testing for compliance conducted by 

qualified internal personnel of the Licensee or a qualified external party; (3) designate a qualified 

individual or individuals responsible for coordinating and monitoring day-to-day compliance; 

and (4) provide ongoing training for appropriate personnel. 

20. Section 200.15(h) requires virtual currency licensees to maintain a customer 

identification program, and must, at a minimum, verify the customer’s identity, to the extent 

reasonable and practicable, maintain records of the information used to verify such identity, 

including name, physical address, and other identifying information, and check customers 

against the Specially Designated Nationals (“SDNs”) list maintained by OFAC. Furthermore, for 

accounts involving foreign entities, licensees must establish enhanced due diligence policies, 

procedures, and controls to detect money laundering, including assessing the risk presented by 
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such accounts based on the nature of the foreign business, the type and purpose of the activity, 

and the anti-money laundering and supervisory regime of the foreign jurisdiction. 

21. Section 200.15(e)(3) further requires that licensees shall monitor for transactions 

that might signify money laundering, tax evasion, or other illegal or criminal activity and shall 

file Suspicious Activity Reports (“SARs”) in accordance with applicable federal laws, rules, and 

regulations. 

22. Section 200.15(b) also requires that licensees shall conduct an initial risk 

assessment that will consider legal, compliance, financial, and reputational risks associated with 

the licensee's activities, services, customers, counterparties, and geographic location and shall 

establish, maintain, and enforce an anti-money laundering program based thereon. 

23. The Superintendent is empowered to impose civil monetary penalties for 

violations of Part 200 pursuant to Section 408(a)(2) of the New York Financial Services Law. 

The Money Transmitter Regulation 

24. The general regulations applicable to licensed money transmitters are found in 

Part 406 of the Superintendent’s Regulations, and the regulation specific to money transmitters’ 

obligations to maintain an anti-money laundering program is found in Part 417.  

25. Section 417.2 of Title 3 of the New York Codes, Rules, and Regulations requires 

money transmitter licensees to establish and maintain an anti-money laundering program that 

complies with applicable Federal anti-money laundering law. The AML program must, at a 

minimum (i) provide for a system of internal controls to ensure ongoing compliance; (ii) provide 

for independent testing for compliance conducted by bank personnel or by an outside party; (iii) 

designate an individual or individuals responsible for coordinating and monitoring day-to-day 

compliance; and (iv) provide training for appropriate personnel. 
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26. Section 417.2(a) also requires money transmitter licensees to incorporate policies, 

procedures, and internal controls reasonably designed to assure compliance application Federal 

law including verifying customer identification, filing reports; creating and retaining records; and 

responding to law enforcement requests. 

27. The Superintendent is empowered to impose civil monetary penalties for 

violations of Part 417 pursuant to Section 44(1) of the New York State Banking Law. 

The Transaction Monitoring and Filtering Program Regulation 

28. Part 504 of the Superintendent’s Regulations establishes certain minimum 

requirements applicable to the transaction monitoring and OFAC screening systems of both bank 

and non-bank institutions, including money transmitters such as Coinbase. 

29. Section 504.3(a) of Title 3 of the New York Codes, Rules, and Regulations 

requires that each regulated institution shall maintain a Transaction Monitoring Program 

reasonably designed for the purpose of monitoring transactions after their execution for potential 

Money Laundering/Terrorist Financing (“ML/TF”) violations and suspicious activity reporting. 

The transaction monitoring program must be based on the risk assessment of the institution; be 

reviewed and periodically updated at risk-based intervals to take into account and reflect changes 

to applicable ML/TF laws, regulations and regulatory warnings, as well as any other relevant 

information; appropriately match ML/TF risks to the institution’s businesses; have ML/TF 

detection scenarios with threshold values and amounts designed to detect potential money 

laundering or other suspicious or illegal activities; have end-to-end, pre-and post-implementation 

testing; have documentation that articulates the institution’s current detection scenarios and the 

underlying assumptions, parameters, and thresholds; have protocols setting forth how alerts 

generated by the Transaction Monitoring Program will be investigated, the process for deciding 
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which alerts will result in a filing or other action, the operating areas and individuals responsible 

for making such a decision, and how the investigative and decision-making process will be 

documented; and be subject to an on-going analysis to assess the continued relevancy of the 

detection scenarios, the underlying rules, threshold values, parameters, and assumptions.  

30. Section 504.3(b) requires that each regulated institution shall maintain a Filtering 

Program for interdicting transactions that are prohibited by OFAC, and shall be based on the risk 

assessment of the institution; be based on technology, processes or tools for matching names and 

accounts, in each case based on the institution’s particular risks, transaction and product profiles; 

have end-to-end, pre- and post-implementation testing of the Filtering Program; be subject to on-

going analysis to assess the logic and performance of the technology or tools for matching names 

and accounts, as well as the OFAC sanctions list and the threshold settings to see if they continue 

to map to the risks of the institution; and documentation that articulates the intent and design of 

the Filtering Program tools, processes or technology. 

31. The Superintendent is empowered to impose civil monetary penalties for 

violations of Part 504 pursuant to Section 44(1) of the New York State Banking Law. 

The Cybersecurity Regulation 

32. Part 500 of the Superintendent’s Regulations establishes a comprehensive 

cybersecurity framework that is applicable to the Department’s licensees, including money 

transmitter and BitLicense licensees such as Coinbase.  

33. Section 500.17 requires that each covered entity shall notify the Department as 

promptly as possible but in no event later than 72 hours from a determination that a cybersecurity 

event has occurred where either notice is required to be provided to any government body, self-
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regulatory agency or any other supervisory body, or where the event has a reasonable likelihood 

of materially harming any material part of the normal operation(s) of the covered entity. 

34. The Superintendent is empowered to impose civil monetary penalties for 

violations of Part 500 pursuant to Section 408(a)(2) of the New York Financial Services Law. 

Coinbase’s Compliance Deficiencies 

35. During at least the time period covered by the Department’s Examination, 

Coinbase was not in compliance with laws and regulations concerning Bank Secrecy Act 

(“BSA”) and AML obligations, reporting requirements, and recordkeeping requirements.  

36. The most serious noncompliance concerns Coinbase’s ML/TF compliance 

program, specifically in its customer onboarding and transaction monitoring obligations. 

Coinbase has acknowledged its failures in this respect to the Department. Furthermore, certain of 

these issues have been known to Coinbase since at least 2018, flagged through both internal 

assessments and external reviews, including examinations conducted by the Department. 

Although Coinbase has worked to correct these issues, its progress has been slow: progress in 

certain areas did not occur until recently, and work remains outstanding to the present. 

Know-Your-Customer/Customer Due Diligence Deficiencies 

37. The foundation of an adequate ML/TF compliance system is the maintenance of 

robust KYC/CDD policies, procedures, and processes tailored to the specific risks posed by the 

entity’s business activities. KYC/CDD requirements protect financial systems by ensuring that 

financial services providers truly “know” their customers by understanding the nature and 



 

13 

 
  

  

  

purpose of the customer’s business, the source of the customer’s funds, and the customer’s true 

identity or ownership.  

38. Up-to-date and verified KYC/CDD information allows a financial institution to 

assign an appropriate “risk score” or “risk rating” to its customers, which should, in turn, 

determine the proper amount of oversight the institution must exercise over its customers. For 

example, customers assigned a higher risk score should be subject to greater enhanced due 

diligence (“EDD”),2 as well as more regular customer due diligence refreshes, than a customer 

assigned a lower risk score. This regular monitoring of high-risk customers is intended to enable 

companies to track their customers’ activity for risky or inconsistent behavior, and to respond 

appropriately.  

39. During much of the relevant period, Coinbase’s KYC/CDD program, both as 

written and as implemented, was immature and inadequate. Coinbase treated customer 

onboarding requirements as a simple check-the-box exercise and failed to conduct appropriate 

due diligence. Examples of Coinbase's customer due diligence failures during much of this 

timeframe include: 

a. Prior to December 2020, Coinbase often failed to assign an informed “risk 

rating” to individual retail customers at the time of onboarding, and no quality 

assurance process was in place concerning risk rating until September 2021; 

 

b. Coinbase’s customer due diligence file from its retail customers historically 

consisted of little more than a copy of a photo ID; 

 

 
2
 Examples of EDD would include obtaining: (i) more fulsome information from public databases and internet 

searches, (ii) information about the nature of the business and sources of the funds, (iii) the rationale for the 

customer’s transactions, and (iv) approval from senior management of an institutional customer. This gathering of 

supplemental information must then be tied to necessary approvals, documented rationale for accepting the account, 

more frequent updating of customer information, and increased monitoring when transactions begin or continue. See 

FATF, International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation 

(Updated March 2022) at 70-71.  
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c. Coinbase historically did the bare minimum to verify customer due diligence 

information for customers, relying on self-reported social media profiles while 

overlooking information that was, on its face, clearly inaccurate, and/or 

incomplete; 

 

d. Prior to July 2021, Coinbase allowed customers to open accounts without 

supplying essential information such as annual expected activity, and account 

purpose; 

 

e. Coinbase failed to timely conduct EDD on high-risk customers and for a time 

had a substantial backlog of open EDD cases as of July 11, 2022, for example, 

there were over 10,000 cases in the backlog for Coinbase and its affiliates; 

 

f. Coinbase’s analysts, when they historically performed EDD, often asked for 

the bare minimum of identifying documents, conducted only a cursory review 

of the material provided, and at times accepted responses that were either non- 

or partially- responsive. 

 

40. Coinbase’s lack of knowledge about its customers exposed the Company and the 

financial system to increased ML/TF risk. Appropriately, Coinbase’s compliance program is 

“risk-based,” that is, the amount of scrutiny an account or transaction is given depends upon the 

risk rating assigned to the account. Such a risk-based system, however, is only effective if the 

risk rating is conducted rationally, and that simply did not happen at Coinbase (and in many 

cases still has not happened) for accounts opened prior to December 2020. 

41. As a result of its ongoing engagement with the Department, and in recognition of 

the risks presented by operating with incomplete and/or inaccurate customer due diligence data, 

Coinbase committed to completing a risk-prioritized KYC Refresh and using provided 

information to update risk scores for all of its trade eligible retail customers who onboarded 

before September 2021. That process has been slow, however, and despite this incomplete 

customer due diligence, Coinbase has not placed restrictions on all of these historical accounts 

while it undertakes this re-review.     
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42. Moreover, the risks to the financial system due to this weakness are not merely 

theoretical, but have already resulted in suspicious or unlawful conduct being facilitated through 

Coinbase’s platform. 

43. For example, the Department’s investigation identified issues with a former 

Coinbase customer who was criminally charged in the 1990s with crimes related to child sexual 

abuse material (“CSAM”). This publicly available information was not discovered by Coinbase 

at the time of onboarding, and thus the customer was not designated as high risk and no specially 

tailored controls or restrictions were imposed. For more than two years, this customer engaged in 

suspicious transactions potentially associated with illicit activity without detection by Coinbase. 

Coinbase eventually detected the activity, reported it, and closed the accounts. Coinbase 

cooperated with law enforcement with respect to this matter. 

44. In another example, in the spring of 2021, an individual purporting to be an 

employee of a corporation (“Corporation A”) was able to open an account on behalf of 

Corporation A without authorization from that corporation, and without the appropriate personal 

identification documentation required by Coinbase policy. As part of a sophisticated fraud, the 

individual was able to submit an online request form to raise the daily withdrawal limit by 50 

times, which was granted despite a total lack of account activity and, therefore, no evidence that 

the existing thresholds were insufficient for the customer’s activity. Then, on a single day, the 

employee transferred more than $150 million from Corporation A’s bank account (that the 

employee had also gained unauthorized access to) into Corporation A’s Coinbase account. The 

employee then immediately converted the fiat funds into virtual currency, then immediately 

moved the virtual currency to a wallet off the Coinbase platform. Coinbase did not become 

aware of this activity until six days later, when Coinbase was contacted by Corporation’s A 
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bank. Coinbase assisted with the investigation of law enforcement, which ultimately led to 

recovery of the funds. 

Transaction Monitoring System Deficiencies  

45. Another bedrock ML/TF requirement is the maintenance of a transaction 

monitoring system (“TMS”) sufficient to monitor customers’ transactions, and to track, timely 

investigate, and appropriately address, any suspicious activity occurring on the institution’s 

platform. Pursuant to Part 504 of the Superintendent’s Regulations, Department licensees are 

required to have a system in place for monitoring transactions after their execution for potential 

ML/TF violations and suspicious activity reporting. 

46. Generally, transaction monitoring systems are programmed to trigger an alert on 

certain elements of potentially suspicious transactions, which are then reviewed by specially 

trained compliance professionals who analyze the transaction involved in the alert. For example, 

TMS systems are commonly programmed to alert compliance personnel when a customer who 

normally transacts in low quantities suddenly begins transacting in much higher quantities. Other 

relevant factors include risk ratings, which in turn could impact certain triggering “thresholds” of 

the system. Thus, a low-risk customer may transact in higher amounts under certain scenarios 

without triggering an alert whereas an alert would be triggered for a similarly situated high-risk 

customer. 

47. As previously discussed, Coinbase’s business and customer base have grown 

exponentially since it was licensed by the Department, but Coinbase was unable to keep pace 

with the growth in the volume of alerts generated by its TMS. By late 2021, Coinbase’s failure to 

keep pace with its alerts resulted in a significant and growing backlog of over 100,000 

unreviewed transaction monitoring alerts.  
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48. The TMS alert backlog was caused, in substantial part, by Coinbase’s inability to 

predict or manage the growing alert volume and a lack of adequate compliance staff. 

49. Coinbase’s efforts to remediate this backlog encountered numerous challenges. In 

late 2021, Coinbase represented that it would be capable of clearing its TMS backlogs by the end 

of February 2022. As part of that effort, Coinbase hired more than one thousand third-party 

contractors to “burn through” the remainder of the backlog. At first, this approach appeared to 

have worked. In April 2022, Coinbase reported to the Department that the TMS backlog had 

been resolved.  

50. Coinbase provided insufficient oversight over the third-party contractors it hired, 

and a substantial portion of the alerts reviewed by third parties was rife with errors. At the outset 

of the backlog burn down, in January and February 2022, the training Coinbase provided was not 

scalable for the size of the contractor force, and attendance at the training sessions was not 

adequately tracked. The quality control process was not always performed by the contractor 

organizations to the standards that Coinbase provided, and initially, Coinbase did not have a 

system in place to audit the quality control that was done. 

51. By March 2022, Coinbase’s Quality Assurance reviews revealed that there were 

serious quality issues with the work of certain outside contractors. As a result, in May 2022, 

Coinbase retained a third-party audit firm to review and quality check the work of three specific 

contractors who worked on the backlog. Those three problematic contractors together “cleared” 

approximately 73,000 TMS alerts.  

52. In July 2022, the third-party audit firm reported to Coinbase that, based on its 

sampling, of the alerts cleared by the three contractors, more than half failed the quality check. 

For one contractor, the failure rate was 96% in a sample of 186 alerts with respect to one kind of 
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alert. In July 2022, Coinbase decided to re-review the approximately 11,000 alerts cleared by 

that contractor.  

53. Coinbase did not inform the Department of these issues until July 2022 

notwithstanding that it was already subject to the February 2022 MOU with the Department. 

54. In August 2022, after discussing the issue with the Independent Monitor, 

Coinbase decided it would also re-review the approximately 41,000 alerts cleared by another 

contractor that had a 73% failure rate in a sample with respect to one kind of alert. 

55. Because the TMS deficiencies prevented Coinbase from properly monitoring the 

activity of its customers, Coinbase faced an increased risk of abuse by bad actors. Coinbase has 

since completed its first-level re-review of these alerts. 

56. As with the customer due diligence deficiencies, this risk is not merely 

theoretical. Although the full extent of activity that was contained in Coinbase’s TMS backlog 

has not been fully determined, the Department has identified troubling examples of suspicious 

conduct that should have been identified, stopped, and (in some instances) reported to authorities 

but was not, at least initially, due to the backlog. This includes, among other things, examples of 

possible money laundering, suspected CSAM-related activity, and potential narcotics trafficking.  

57. One of the primary reasons for requiring a TMS is so that a financial institution 

can identify and prevent future suspicious transactions so that bad actors are not allowed to use a 

financial institution to facilitate illegal activity. Simply put, because of the backlogs, Coinbase’s 

TMS system failed to sufficiently accomplish that goal. 

Suspicious Activity Reporting Deficiencies 

58. Financial institutions have the obligation to timely investigate and report to the 

Federal government any suspicious activity in the form of a SAR within 30 days of detection. 
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Another consequence of Coinbase’s failed TMS discussed above is that, as uninvestigated TMS 

alerts languished for months in the backlog, Coinbase routinely failed to timely investigate and 

report suspicious activity as required by law. 

59. The Department’s investigation found numerous examples of SARs filed months, 

some more than six months, after the suspicious activity was first known to Coinbase. 

60. Furthermore, the Department found that Coinbase’s record keeping of suspicious 

activity investigations and reporting was insufficient. For example, Coinbase was unable to 

meaningfully respond to the Department’s request for data related to suspicious activity 

identification, tracking, and reporting that took place in 2018 and 2019 because it did not 

adequately track or retain that information. 

KYC and PEP Screening 

61. The Financial Action Task Force (“FATF”) is a global money laundering and 

terrorist financing watchdog that maintains lists of high-risk nations and persons. The FATF 

Politically Exposed Persons (“PEP”) list is a list of individuals who are or have been entrusted 

with a prominent function. By virtue of their public position or relationships, PEPs may present a 

risk higher than other customers by having access to funds that may be the proceeds of 

corruption or other illicit activity. Certain PEPs have used financial institutions as conduits for 

their illegal activities, including corruption, bribery, money laundering, and other illicit financial 

activity. PEP designation is not itself an indicator of illegal activity, but should make financial 

institutions, including Coinbase, take a closer look at the transactions of the PEP. In practical 

terms, this may mean enhancing the risk rating of the customer in question.  

62. While approximately 1,600 institutional customers were subject to sanctions and 

PEP screening at onboarding, they were not subject to ongoing sanctions or PEP screening until 
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December 2020. According to Coinbase and consistent with FinCEN regulations, PEP screening 

is conducted on a risk basis. Coinbase conducts PEP screening for its customer relationships that 

pose the greatest risk for potential illicit activity, including for all related parties of U.S. 

institutional clients. Until that screening was complete, Coinbase was insufficiently aware of 

whether members of that customer base were at a higher risk for corruption, bribery, money 

laundering, and other illicit financial activity.  

63. In addition to the SDN lists, OFAC maintains geographical sanctions against 

broad sectors of the economies of certain nations such as Iran, Cuba, Syria, Russia, and North 

Korea. Such prohibitions necessarily require a company like Coinbase to understand where its 

users are physically located. However, Coinbase allows its users to access its sites while using 

Virtual Private Networks (“VPNs”) or The Onion Router (“TOR”). VPNs are a means of using a 

proxy web address as an interface between a user and a website. TOR disseminates web traffic 

across a distributed and anonymous network, such that the exit nodes for the network appear to 

be the user’s web address. Both methods allow a user to appear to be located in a jurisdiction 

other than that of the user’s actual, physical location. 

64. Notably, Coinbase has never promulgated a risk-based policy (for instance, 

instituting a rule that use of such tools raises the level of risk from medium to high, or from low 

to medium) for those users it detects using such tools. Instead, Coinbase allows its investigators 

to consider such activity as a factor in investigations.  

65. In sum, Coinbase knows there is technology widely available to circumvent 

geographic restrictions, knows that some of its customers use that technology, and has not 

structured its compliance program to fully account for the use of that technology, even if 

Coinbase does include certain mitigating controls addressing VPNs. 
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Cybersecurity Event Reporting Requirements 

66. In 2021 approximately 6,000 Coinbase customers appear to have been the victims 

of a phishing scam unrelated to Coinbase that ultimately led to unauthorized access of those 

customers’ Coinbase accounts. Approximately $1.5 million was stolen from Coinbase’s New 

York customers. Coinbase also reimbursed all customers who lost funds and worked closely with 

law enforcement to help hold accountable those who orchestrated this scam.  

67. However, although Coinbase was required by 23 NYCRR § 500.17 to report this 

event to the Department within 72 hours of its being discovered (and indeed reported the same 

event to the United States Secret Service on May 19, 2021), Coinbase did not report this event to 

the Department until September 17, 2021, five months after the event occurred. Coinbase has 

since updated its internal procedures to ensure timely notification of incidents are made to the 

Department. 

Coinbase’s Remediation Efforts 

68. In direct response to the Department’s findings and the findings and 

recommendations of the Independent Consultant and Independent Monitor retained at the 

Department’s direction, Coinbase has invested very substantial time and resources in an effort to 

remediate its issues and strengthen its Compliance Program more generally. With regard to 

KYC/EDD issues, for example, Coinbase, among other things, has implemented for all new 

accounts a dynamic risk rating model for both retail and institutional customers, is undertaking a 

KYC Refresh of all customers onboarded before the risk rating system was implemented, and 

has instituted new periodic review procedures. Likewise, with respect to transaction monitoring 

and SAR reporting, Coinbase has, among other things, upgraded its investigations portal to 

streamline the process of reviewing transaction monitoring alerts and filing SARs. More 
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generally, since its active engagement with the Department began, Coinbase has hired new 

senior leadership and staff in its legal and financial crimes compliance function. Although 

implementation of certain of these systems has not been entirely successful to date, the Company 

and Independent Monitor are actively working to fully integrate and refine such systems. 

Violations of Law and Regulations 

69. Coinbase conducted business in an unsafe and unsound manner, in violation of 

New York Banking Law § 44. 

70. Coinbase failed to maintain an effective and compliant BSA/AML program, in 

violation of 23 NYCRR § 200.15 and 3 NYCRR § 417.2  

71. Coinbase failed to comply with its obligations to maintain an effective transaction 

monitoring program, in violation of 23 NYCRR § 504.3. 

72. Coinbase failed to properly report a cybersecurity incident to the Department, in 

violation of 23 NYCRR § 500.17. 

NOW THEREFORE, to resolve this matter without further proceedings, the Department 

and the Company stipulate and agree to the following terms and conditions: 

SETTLEMENT PROVISIONS 

Monetary Penalty 

73. No later than ten (10) days after the Effective Date (as defined below) of this 

Consent Order, Coinbase shall pay a civil monetary penalty to the Department pursuant to 

Banking Law §§ 39 and 44 and Financial Services Law § 408 in the amount of fifty million U.S. 

dollars ($50,000,000.00). The payment shall be in the form of a wire transfer in accordance with 

instructions provided by the Department.  
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74. Coinbase shall not claim, assert, or apply for a tax deduction or tax credit with 

regard to any U.S. federal, state, or local tax, directly or indirectly, for any portion of the civil 

monetary penalty paid pursuant to this Consent Order. 

75. The Company shall neither seek nor accept, directly or indirectly, reimbursement 

or indemnification with respect to payment of the penalty amount, including but not limited to, 

payment made pursuant to any insurance policy. 

76. In determining the appropriate amount of this penalty, the Department has 

considered all of the factors set forth in New York Banking Law § 44(5), among other 

considerations. Although the egregiousness of the compliance failures here are an aggravating 

factor, mitigating factors include Coinbase’s cooperation with the Department throughout this 

investigation, Coinbase’s willingness to enter into an MOU with the Department, its engagement 

with the Independent Consultant and the Independent Monitor, and its investment of substantial 

resources towards remediation and enhancement of its compliance program including in 

response to the Department’s concerns and its continued willingness to make further 

investments. 

Continuation of the Independent Monitor 

77. The Independent Monitor selected by the Department has been engaged since 

April 2022 to assist Coinbase pursuant to the MOU.  

78. Coinbase reconfirms its commitment to cooperate fully with the Independent 

Monitor and the parties agree that the monitorship shall continue. The parties agree to extend the 

Independent Monitor’s work for a further twelve (12) months from the Effective Date of this 

Consent Order, extendable by the Department in its sole regulatory discretion. 
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79. The Independent Monitor shall issue a final report to the Department that will 

summarize the remediation efforts completed and provide a further evaluation of Coinbase’s 

compliance program, including recommendations for additional remediation that remains 

necessary, if any. 

80. Except as modified or supplemented in the preceding paragraphs, the terms and 

conditions applicable to the Independent Monitor contained in the MOU and the letter of 

engagement between the Independent Monitor and Coinbase remain in effect. 

Commitment to Invest in Compliance Improvements 

81. Within twenty-four (24) months of the Effective Date of this Consent Order, 

Coinbase commits to spend no less than fifty million U.S. dollars ($50,000,000.00) on further 

improvements and enhancements to its compliance program (the “Compliance Investment”), 

given the importance of investment in long-term compliance processes, systems, and 

improvements. The Compliance Investment shall cover costs incurred after the Effective Date 

directly related to the further improvement and enhancement of Coinbase’s Compliance 

Program.  

82. Within sixty (60) days of the Effective Date, and after consultation with the 

Independent Monitor, Coinbase shall submit to the Department for approval a plan identifying 

with specificity the type of activities and engagements on which it intends to spend the entirety 

of the Compliance Investment funds, including an expected timeline for such expenditures (the 

“Investment Plan”). 

83. After the Department has approved the Investment Plan, Coinbase shall provide to 

the Department a quarterly update describing progress on the Investment Plan and detailing 

expenditures on the Investment Plan.   
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84. Should the Department find that purported disbursements were allocated to 

activities and engagements not on the approved Investment Plan, or were otherwise 

inappropriate, the Department may deem, in its sole regulatory discretion, that such expenditures 

will not be deducted from the Compliance Investment amount.  

85. Fees and costs paid to the Independent Monitor after the Effective Date of this 

Consent Order may be counted as part of the Compliance Investment. 

86. Any material changes to the content or timing of the Investment Plan over the 

course of the 24-month period should be submitted to the Department for approval. Unless a 

different timeline has been specifically approved by the Department in advance, any part of the 

$50,000,000 Compliance Investment that remains unspent after the 24-month period set forth 

above is forfeitable to the Department at its discretion and in a form and manner to be directed 

by the Department. 

Full and Complete Cooperation 

87. Coinbase commits and agrees that it will fully cooperate with the Department 

regarding all terms of this Consent Order. 

Further Action by the Department 

88. No further action will be taken by the Department against the Company or its 

successors for the conduct set forth in this Consent Order, or in connection with the remediation 

set forth in this Consent Order, provided that the Company fully complies with the terms of the 

Consent Order. 

Waiver of Rights 

89. The Company submits to the authority of the Superintendent to effectuate this 

Consent Order. 
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90. The parties understand and agree that no provision of this Consent Order is 

subject to review in any court, tribunal, or agency outside of the Department. 

Parties Bound by the Consent Order 

91. This Consent Order is binding on the Department and the Company, as well as 

any successors and assigns. This Consent Order does not bind any federal or other state agency 

or any law enforcement authority.  

Breach of Consent Order 

92. In the event that the Department believes the Company to be in material breach of 

the Consent Order, the Department will provide written notice to the Company, and the 

Company must, within ten (10) days of receiving such notice, or on a later date if so determined 

in the Department’s sole discretion, appear before the Department to demonstrate that no 

material breach has occurred or, to the extent pertinent, that the breach is not material or has 

been cured. 

93. The Company understands and agrees that its failure to make the required 

showing within the designated time period shall be presumptive evidence of the Company’s 

breach. Upon a finding that a breach of this Consent Order has occurred, the Department has all 

the remedies available to it under New York Banking and Financial Services Law, and any other 

applicable laws, and may use any evidence available to the Department in any ensuing hearings, 

notices, or orders. 
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Notices 

94. All notices or communications regarding this Consent Order shall be sent to:  

 

For the Department: 

 

David A. Casler 

Senior Assistant Deputy Superintendent 

Consumer Protection and Financial Enforcement 

Department of Financial Services  

One State Street 

New York, NY 10004 

 

Ryan J. Dorsett 

Excelsior Fellow 

Consumer Protection and Financial Enforcement 

Department of Financial Services  

One State Street 

New York, NY 10004 

 

For Coinbase: 

 

Paul Grewal 

Chief Legal Officer 

Coinbase, Inc. 

P.O. Box 26409 

San Francisco, CA 94126 

 

Miscellaneous 

95. This Consent Order and any dispute thereunder shall be governed by the laws of 

the State of New York without regard to any conflicts of laws principles.  

96. This Consent Order may not be altered, modified, or changed unless in writing 

and signed by the parties hereto. 

97. This Consent Order constitutes the entire agreement between the Department and 

the Company and supersedes any prior communication, understanding, or agreement, whether 

written or oral, concerning the subject matter of this Consent Order, with the exception of the 
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provisions of the MOU that pertain to the activities of the Independent Monitor, which remain in 

force as discussed in paragraph 79 above. 

98. Each provision of this Consent Order shall remain effective and enforceable 

against the Company, its successors, and assigns, until stayed, modified, suspended, or 

terminated by the Department. 

99. In the event that one or more provisions contained in this Consent Order shall for 

any reason be held to be invalid, illegal, or unenforceable in any respect, such invalidity, 

illegality, or unenforceability shall not affect any other provision of this Consent Order. 

100. No promise, assurance, representation, or understanding other than those 

contained in this Consent Order has been made to induce any party to agree to the provisions of 

this Consent Order. 

101. Nothing in this Consent Order shall be construed to prevent any consumer or any 

other third party from pursuing any right or remedy at law.  

102. This Consent Order may be executed in one or more counterparts and shall 

become effective when such counterparts have been signed by each of the parties hereto (the 

“Effective Date”).  

[remainder of this page intentionally left blank] 
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IN WITNESS WHEREOF, the parties have caused this Consent Order to be signed on 

the dates set forth below. 

NEW YORK STATE DEPARTMENT OF 

FINANCIAL SERVICES 

 

 

By: _______________________ 

       JOHN A. NICOSIA 

Senior Assistant Deputy Superintendent 

Consumer Protection and Financial 

Enforcement 

 

January __, 2023 

 

 

 

By: _______________________ 

       KEVIN R. PUVALOWSKI 

Acting Executive Deputy Superintendent 

Consumer Protection and Financial 

Enforcement 

 

January __, 2023 

 

 

 

 

 

THE FOREGOING IS HEREBY 

APPROVED. IT IS SO ORDERED. 

 

 

_____________________________ 

ADRIENNE A. HARRIS 

Superintendent of Financial Services 

 

January __, 2023 

COINBASE, INC. 

 

 

 

By: _______________________ 

       PAUL GREWAL 

Chief Legal Officer 

Coinbase, Inc. 

 

 

January __, 2023 
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/s/ Adrienne A. Harris

4

/s/ John A. Nicosia

/s/ Kevin R. Puvalowski

2

/s/ Paul Grewal


